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TODAY’S SIMPLE AGENDA FOR A COMPLEX PROBLEM

» What is the problem?

» What you can do about it right now?
» Q&A

@Newscycle News
@pgm
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THE PROBLEM IS REAL, IT'S GLOBAL, AND IT'S URGENT
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New York Times website down after
suspected hacking

The New York Times website has gone offline for the second time
this month after what the company described as a "malicious Related Stories

external attack™,
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Suburban

| Newspaper | Magazine Sublog | Contest/Events | Contact Us
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You GoT HaCKeD By Laakel En Person

n Person :

forces of the IDF. It has also been initiated to destroy the Israeli network and preserve the Internet for

Q 2 Follow

We have successfully hacked Le Monde
and we will never fail to deliver our
message of peace and anti-terrorism. #SEA

SUIS
CHARLIE

Je suis la Palestine qui se falt voler ..
Je suis la Syrie qui se fait bombarder ..

ll embarcadero media

www.independent.co.uk/?CMP=ILC-refresh

The page at www.independent.co.uk says:

You've been hacked by the Syrian Electronic
Army(SEA)
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Scope

HOW BAD IS IT?

» Arecent Global IT Security
Risks survey conducted by
International software research
group Kaspersky Lab found that

42% of media companies
around the world
experienced some form
of DD0S attack in the last
12 months.

© 2016 Newscycle Solutions

» The same study found that
only 38% of media

companies surveyed are
actively taking DDoS
counter-measures.
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Problem Scope '

HOW BAD IS IT?

» According to an October 2015
Akamal survey on internet
security, the media industry
saw an increase In the
percentage of DDoS attacks,
from 7.45 percent in Q1 2015
to 9.41 percent in Q2 2015.
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DDoS Attack Frequency by Industry

Education

Financial Services
Gaming

Hotel & Travel

Internet & Telecom

Media & Entertainment
Public Sector

Retail & Consumer Goods

Software & Technology

B Q12015

W Q22015

35.20

35.32%

Y

10%

15% 20% 25% 30% 35%
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PREVALENCE

» 53 percent of news media Companies Has your company experienced a cyber-attack or data breach
were hacked or suffered a data within the past two years?
breach since the beginning of 2014.
Another 12 percent were not certain if
their businesses had been attacked
or compromised, while 35 percent
reported no attacks.
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.
ATTACK TYPES

» The most common type of cyberattack reported is phishing (59 percent), followed
by Distributed Denial of Service attacks (50 percent), malware (49 percent), and
hacking attempts (43 percent).

Hacking
attempt

Denial of
Service (DDoS)

Malware
Phishing
SQL injection

Mobile attack

Social media
attack

Other

Types of Attacks Experienced by News Media Companies
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eEITeoy N
PwC REPORT ON SECURITY AND THE MEDIA INDUSTRY

Data Is central to digital media industry
business models

Digital media companies use data for:
» Collecting user-generated content
- Communicating via social media
» Customer credit card information
» Conducting business operations

Source: PricewaterhouseCoopers

© 2016 Newscycle Solutions () N E W S CY C I_ E



_________ -
INFORMATION AT RISK

» Over 72 percent said they are most concerned about personally identifiable
information (PIl) being breached or compromised. 70 percent are concerned about
breaches in financial information or banking credentials. Hacking of subscriber and
customer data is cited by 62 percent of respondents.

Types of Information Media Companies are Most Concerned
About Being Breached or Compromised

72.3%

70.2%
61.7%

40.4%
33.0% 6 37.2%

News and Personally Advertising data Subscriber/ Financial Sensitive Other
editorial content identifiable customer data  information or corporate
information banking information
credentials
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PwC REPORT ON SECURITY AND THE MEDIA INDUSTRY

Costs of a data breach

Data breaches can have major
consequences for digital media companies

* Negative press reports
* Loss of business
 Penalties

 Class-action lawsuits

Source: PricewaterhouseCoopers
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_Problem 4 Scope _ J Solutions _ _
FOCUS

» Almost half of all Newscycle Does your company currently have someone whose main function is in
survey resp()ndents Indicate cybersecurity or information security?

that their company does not
currently employ someone
whose main function is to
oversee cybersecurity or
Information security.

Yes, we have an individual in this role

" Yes, we have a department
responsible for this function

No, we do not currently have
someone in this role

® This function is performed by a third-
party company
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Problem Scope . Solutions

AWARENESS

» 38 percent of media
companies surveyed do not
have a security awareness
program in place today.

© 2016 Newscycle Solutions

Percentage of News Media Companies with a Security Awareness Program

Planning to
implement a
program
17%

Have a security
awareness program

45%

Do not have a security
awareness program

38%
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_Problem 4 Scope _ J Solutions _ _
FORWARD LOOK

» 60 percent of respondents predict » In the face of the growing threat of
that a cyberattack against their cyberattack, 65 percent have
media company is likely or very Increased the focus on cybersecurity
Ikely to occur in 2016. In the past six months.
How Likely News Media Companies Think it is That They Will Over the past six months, has your company increased its
Experience a Cyber-attack in 2016 focus on cybersecurity?
Not lkely at al

1%
Uncertain
10%

Very likely
27%
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Source: Kevin Roose, News Director, Fusion, Feb. 26, 2016

https://www.youtube.com/watch?v=bjYhmX OUQQ
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https://www.youtube.com/watch?v=bjYhmX_OUQQ

presYET G m
WHAT CAN YOU DO ABOUT IT?

> Here are four quick wins ...
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Problem Scope

WHAT CAN YOU DO ABOUT IT?

1. Strengthen your passwords
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WHAT CAN YOU DO ABOUT IT?

1. Strengthen your passwords
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WHAT CAN YOU DO ABOUT IT?

1. Strengthen your passwords
Who's Got the Toughest Password?

FACTS:

Password Weakness at CMU [From Weakest to Strongest)
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_Problem 4 Scope _ J Solutions _ _
WHAT CAN YOU DO ABOUT IT?

1. Strengthen your passwords

1. 123456 4.1% 11. login 0.2%
2. password 1.3% 12. welcome 0.2%
3. 12345 0.8% 13. loveme 0.2%
TOP 20 4. 1234 0.6% 14. hottie 0.2%
MOST COMMON 5. football 0.3% 15. abc123 0.2%
(Eﬁeiiﬂ(%gLBE 6. qwerty 0.3% 16. 121212 0.2%
7. 1234567890 0.3% 17. 123654789 0.2%
8. 1234567 0.3% 18. flower 0.2%
9. princess 0.3% 19. password 0.2%
10. solo 0.2% 20. dragon 0.1%

Source: Skyhigh 2016 analysis of 11 million passwords for cloud services users
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WHAT CAN YOU DO ABOUT IT?

1. Strengthen your passwords

Think outside these top-ten most popular password types:

© 2016 Newscycle Solutions O N E W S CY C I_ E



WHAT CAN YOU DO ABOUT IT?

1. Strengthen your passwords

TN
l1Forrestl s
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WHAT CAN YOU DO ABOUT IT?

2. Encrypt your USB drives
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_Problem 4 Scope _ J Solutions _ _
WHAT CAN YOU DO ABOUT IT?

2. Encrypt your USB drives

Removable Diskr (F:) |

l |
Open

k5 I8 acayt Open in New Window
Turn on BitLocker...
Encrypt your USB Drive
Open AutoPlay...
| ok ‘f @ Scan for viruses...

Share with »

Open as Portable Device
Format...

Eject

Cut

Copy

Create Shortcut

Rename

Properties
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Problem

WHAT CAN YOU DO ABOUT IT?
2. Encrypt your USB drives

. Untitled

FAVORITES
(1] Google Drive
L1 Al My Files
> AirDrop
# Applications
[} Desktop
% Documents
€) Downloads
1] Movies
J3 Music
=) Pictures

this is easy!

Encrypt your USB Drive

DEVICES
S
(LI U

Open Enclosing Folder

Eject “Untitled”

Get Info
Encrypt “Untitled”, ..

Rename “Untitled”
Remove from Sidebar
Add to Dock

From here select the Encrypt option.

. Untitled

FAVORITES

(£ Google Dri = You must create a password. Finder will use this password to
encrypt “Untitled".

[E All My File:
: Warning: If you forget this password, you won't be able to retrieve any data
? AirDrop from “Untitled™. This operation cannot be canceled.
#\ Applicatior For help creating a good password, click the key.
wl Deskt
b op. Encryption password: || 19
[ﬁ Document:
© Downloads Verify password:
B Movies
JJ Music Password hint: Required
Pictures 7 Cancel Encrypt Disk
DEVICES

| Untitled A
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Problem

Scope 1 Solutons _ 4
WHAT CAN YOU DO ABOUT IT?

17%

00 of employees

plugged the found
USB stick into their
device

2. Encrypt your USB drives

CompTIA USB Drop Social Experiment —
October 2015

200 unbranded USB sticks were dropped across high
traffic public spaces - such as airports, coffee shops
and publicsquares in business districts - including
Chicago, Cleveland, San Francisco and Washington
D.C.Thesticks were preprogrammed with text files
prompting anyone who plugged the found USB
sticks in to email a specificaddress or click through
a trackable link.
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Problem

WHAT CAN YOU DO ABOUT IT?

3. Consider a new web browser

-
About Tor x =

L

St 0 A & | © TorBrowser | Search or enter address

& || Q Search

Welcome to Tor Browser

Tor Browser *
553

Test Tor Network Settings

Search securely with Disconnect.me.

What Next?

Tor is NOT all you need to browse
anonymously! You may need to
change some of your browsing
habits to ensure your identity
stays safe.

You Can Help!

There are many wal
help make the Tor
and stronger:

e Run a Tor Rela

e \olunteer Your $

e Make a Donatio
Tips On Staying Anonymous »

The Tor Project is a US 501(c)(3) non-profit dedicated to the research, develo

adiicatinn nf nnlina ananumi

© 2016 Newscycle Solutions

You are now free to browse the Internet anonymously| Privacy and Security Settings:

Privacy Settings
Don't record browsing history or website data (enables Private Browsing Mode)
Disable browser plugins (such as Flash)

Restrict third party cookies and other tracking data

Change details that distinguish you from other Tor Browser users

Security Level

High At this security level, the following changes apply
(mouseover for details):
HTMLS video and audio media become click-to-play via
NoScript.

Medium-High

Some JavaScript performance optimizations are disabled.
Scripts on some sites may run slower.

Remote JAR files are blocked. }

Some mechanisms of displaying math equations are disabled. \

Medium-Low

M

=]

Low (default)

\

|

[ | Custom Values 1
OK ‘

l lRestore Defaultsl l Cancel ]
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Problem

Scope 1 Solutons _ 4

WHAT CAN YOU DO ABOUT IT?

3. Or, get an app that monitors network activity

Little Snitch

o objective
development

=/ Blog # Products % Shop (Q Support

Overview Release Notes Download Buy Now

Little Snitch 3

Protect your privacy.

< Download | [ Buy Now

© 2016 Newscycle Solutions
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_Problem 4 Scope _ J Solutions _ _
WHAT CAN YOU DO ABOUT IT?

4. Stay vigilant against
malware and phlshlng

f A Dear Customer,

This 15 vour bank. We forgot vour

' social security number and password,
| Why don’t vou semd them to us so

IT CAR'T HURT TO OPeN
ONE LITTLE ATTACHNENT,
CANIT 2.

wi can prolecl your
MONCy.
sincerely,

I. B. Banker

© 2016 Newscycle Solutions () N E VV S CY C I_ E



_Problem 4 Scope _ 4 Solutions
WHAT CAN YOU DO ABOUT IT?

4. Stay vigilant against
malware and phishing

= Dangerous files include those with a .exe extension

* |f you run Java, the .jar extension can be dangerous as it
triggers the execution of Java programs

= Other extensions that should set off red flags are .bat, .cmd,
.com, and .sbr. These programs can be used to steal

iInformation off your computer, use your computer as a way to
Infect others, or delete your data completely.
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SUMMARY: FRONT END DEFENSES

1. Strengthen your passwords
2. Encrypt your USB drives
3. Consider a new web browser

4. Stay vigilant against malware and phishing
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iﬂﬂﬂﬁ
DON’T FORGET THESE BACK-END PROTECTIONS

» CSC quick win controls ...

1. Application whitelisting
2. Standard, secure system configurations

3. Patch systems and software promptly

4. Reduce number of users with administrative privilege

CounciL on
CYBERSECURITY
| Le ConseiL De LA CYBERSECURITE
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